Ensuring the Safety of Electronic Systems
From smartphones to medical appliances, and from transport to the factory floor, electronic systems are everywhere. The computers that drive these systems are incredibly powerful, yet compact. Moreover, multiple electronic systems are often integrated into larger multi-faceted processes. Indeed, the electronic systems with which we interact on a daily basis are very complex.
Managing this complexity is certainly a challenge -yet, it is incredibly important that we do. Not only do people expect their devices to work as intended, they expect manufacturing companies to guarantee the safety of their products. Consider, for example, guidance and safety systems in cars and aeroplanes. A failure in one of these systems could have serious consequences. It is easy to see why, then, they need to function correctly under all possible circumstances.
The verification of electronic systems refers to ensuring this. In order to achieve this goal, a model of the correct behaviour of the system is formulated. We then check that the system as we built it behaves exactly as the model describes it should. However, this is a complicated and time-consuming process, and as electronic systems become more complex, traditional verification methods, which are carried out prior to installation, can become prohibitively expensive. Because of this, full verification is not possible in most instances, leading to systems where critical error cases have been missed out, and which subsequently still contain undiscovered 'bugs' .
To address this, Dr Rolf Drechsler and Dr Christoph Lüth of the German Research Centre for Artificial Intelligence in Bremen, Germany have developed an in-situ verification method known as 'Self-Verification of Electronic Systems' , or 'SELFIE' . SELFIE aims to ensure the safety and efficiency of electronic systems within their real-world settings -saving time and money in the process.
SELFIE -SELF-VERIFICATION OF ELECTRONIC SYSTEMS
Electronic systems influence many aspects of daily life. It is imperative, therefore, that these systems are working as intended and expected. The process of ensuring the correctness of systems is called verification. Traditional verification methods, however, are time-consuming, costly, and can hold up production and implementation. To meet this challenge, Dr Rolf Drechsler and Dr Christoph Lüth of the German Research Centre for Artificial Intelligence have developed a more efficient, in-situ selfverification method.
'Traditional' Verification Processes
As mentioned above, the verification of electronic systems refers to ensuring that they are functioning correctly. It typically occurs before the production and implementation phases. By means of verification, designers can check: (1) whether the system is free of errors, (2) whether it meets its specified requirements and (3) whether it shows some unintended behaviour. Verification is not to be confused with validation, which determines if the system is suitable for the chosen application. In other words, verification checks if we have built the system correctly, whereas validation checks if we have built the correct system.
There are three common verification methods -simulative, emulative and formal verification. Simulative verification is based on a model of the system. The inputs are explicitly assigned and put through the model, and afterwards the outputs are compared to the expected values. However, there are so many different combinations of input values that we typically cannot cover all of them during verification. Emulative verification is like simulation; however, it is carried out using a true prototype of the system. It is faster, but it still will not cover all possible inputs. Formal verification formulates the correctness question as a mathematical proposition, which is then to be proven. This covers all possible inputs, but as of today, it only works for small or medium-sized systems.
Why Traditional Verification Methods Are Inadequate
According to Dr Drechsler and Dr Lüth, more than 40% of the time and costs associated with the design process are devoted to proving the correctness of a system. If the verification process is delayed and does not produce the desired outcome, then precious time and funds are on the line. They also highlight that, while a few years ago the actual implementation process was the core activity in any design flow, verification dominates the design process today. Moreover, the time and money spent on verification could be used to add new features to the system or improve it in some other way.
There is another limitation, which stems from the fact that designers often terminate the verification process before functionality and correctness can be ensured. However, taking shortcuts frequently allows 'bugs' or faults to persist into the final product. These bugs can often prove costly in terms of performance issues and maintenance costs. In some cases, they could later prove to be unsafe.
SELFIE Seeks to Address These Limitations
Up until now, research in the field of electronic system verification has failed to address these problems satisfactorily. In many cases, this is because the research and suggested solutions are based on pre-existing methods, that is, simulative, emulative and formal verification. As a result, not enough advancement has been made and the problems persist. Therefore, a new, fundamental approach was urgently needed. To address the issues, Dr Drechsler and Dr Lüth developed the SELFIE methodology.
The SELFIE methodology enables the system itself to eventually complete the verification. The emphasis is on in-situ verification after deployment. The methodology, in simple terms, is based on having a dedicated verification system, which is separate from the target system. It is made up of hardware, software and integrated components that work together to take measurements, compare them to expected values, and provide verification reports -with all this occurring simultaneously during run-time in its unique operational context.
What SELFIE Offers
Ultimately, by extending the time to market, SELFIE saves time and money. Of course, safety-critical requirements must still be covered prior to production, but instead of simply terminating the verification process after that, verification can continue after production until completeness has been achieved. Moreover, the information acquired from the system in its 'realworld' environment allows, in many cases, the verification to go through easier and in less time.
In summary, as Dr Drechsler and Dr Lüth explain, selfverification in the actual operating environment significantly simplifies the verification task. This enables a more applicationspecific consideration and, therefore, not only improves the effectiveness of the verification but also the quality of the results.
A Case Study -Smart Home Control System
As a starting point, Dr Drechsler and Dr Lüth examined the validity of SELFIE using a simple case study. The case study consisted of a light controller supporting multiple light sources, luminosity sensors, manual switches and presence detectors. Such a system would be typical in a 'smart' building that aims to control the use of artificial light in relation to natural, ambient light. Dr Drechsler and Dr Lüth felt that this was an excellent system to assess SELFIE with.
In the associated paper, they noted that home-automation systems like these are designed in a flexible fashion, so that they can be applied in various contexts. Hence, to verify the correctness of the system, designers and engineers need to check all possible configurations, for all possible deployment contexts, even if they may never be applied during the system's lifetime. A post-production approach that verifies the system in its operational context, however, ensures that only the relevant parameters are checked. In summary, Dr Drechsler and Dr Lüth validated SELFIE during this study. SELFIE allowed the verification of a system that was previously out of reach using contemporary tools and methods, and proved to be much more effective and efficient.
Where to From Here?
Dr Drechsler and Dr Lüth acknowledge that self-verification does not necessarily replace pre-existing verification processes. At the very least, however, it will enhance them. They explain, 'we may use all well-known powerful tools at design time to prove verification conditions as before, and still use verification after deployment to tackle the verification conditions we could not prove during design -giving us the best of both worlds.' The next step is to establish SELFIE's applicability and value in relation to more complex smart systems that combine more technologies such as safety, security and climate control. They also desire to explore the following questions: What can be done if SELFIE fails to verify the system? Could self-repair be incorporated? They also want to investigate how to fit selfverification aspects into existing design flows, and how selfverification impinges on or changes the overall design process.
The central goal of the SELFIE project is to bring about a fundamental change in the development of electronic systems. Instead of having to finish the verification before delivery regardless of success, systems will verify themselves during operation. This self-verification process will ultimately save engineers and technicians time and money, and deliver more value to the customer. It may also have follow-on effects in terms of ensuring a system's performance and safety -a welcome improvement as the electronic systems on which we rely every day become more pervasive and complex. 
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